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* £ SYSDSOMNKE,
* SYSDSO: System Database Security Owner.
c BESIEDBBIEXEZITI.
« SYSDBAD KSIZFHEhf-1—H &,

e ZLTSEPHA W E,
» SEP: System Encryption Password
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.« F—F—HF5
 12/EH 4K (Operation Guide: 6-4)5 8
* EUALIX
- Embedded user authentication (EUA) [d1—H &0/ \XJ—KiEHREE
BT —AR—R(IBHAAET , I—F RN T —IN—XIZHEHIAE
NBEZEITKY, T—ER—ZRDAZT—RIPIESERD S DEEIZEY K
TOTooa vERET S,
« EEI[Xadmin.ib(I8: isc4.gdb)IZHEISN TLVS,
s EUAIZFET= MU RR—E2T)LIEDBE LY X2 T7IZT 5,
* Isql TERE
- CREATE DATABASE <database name> [WITH ADMIN OPTION]
e ALTER DATABASE <database name> [ADD ADMIN OPTION]
e ALTER DATABASE <database name> [DROP ADMIN OPTION]
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° |SqITERTE
« CREATE USER SYSDSO SET PASSWORD
'PASSWORD":

» SET PASSWORD A]AMEEINELMGEE L, SYSDSO%F
ERLIA—FDNRRAT—KREHLIET,

Use CONNECT or CREATE DATABASE to specify a database
SOL> create database “localhost/3052:c:¥test?” with admin option;
SOL> create user sysdso set password 'mastkerkey’:

AXBO— ML BORRERELET, KXBC




EMBEARCADERO
TECHNOLOGIES,

DEVELOPER CAMP

3.SEPD{ERL
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* SYSDSOHT

SQL> connect “localhost/3052:c:¥test?” user ’sysdso’ password ‘mastkerkey’s

Database: “localhost/3052:c:¥test?”, User: sysdso

* SYSDSOMSEPZER T HmE L. LT D KS(Zalter
databaseZzH179 %,
* alter database set system encryption password </\
AI)—k>
¢ INRAT—FIE255XFFETORST,. ZHZELENTES,
e SEPIE. YL UBHADEHRMCEHIN-F—THESEIN.
T—RAR—RANIZEMEIND,

SOL> alter database set system encryption password 'codegear’;
SaL>
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* SYSDSOAYYTS

« £x%
* create encryption key-name [as default] [for {AES | DES}]
[with length number-of-bits [bits]] [password {'user-
password' | system encryption password}] [init_vector
{NULL | random}] [pad {NULL | random}] [description
‘some user description’]

° 151
» CREATE ENCRYPTION revenue_key FOR AES WITH
LENGTH 192 BITS INIT_VECTOR RANDOM,;

» CREATE ENCRYPTION expenses_key FOR DES
INIT_VECTOR RANDOM,;
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« ECB (Electronic Code Book) EFa—KJw%

« CBC(Cipher Block Chaining) B8 7 0w/ 5& 4

« CFB(Cipher Feedback) lEE71—K/\w% InterBase 2009 T

« OFB(Output Feedback) H H71—K/\w% IEETEHRETE—F

AXBO— WL BOBMERELET, AXEOF I, B

B LEITOIERD [ R

DEVELOPER CAMP

* SYSDSOATS

e EX
« GRANT ENCRYPT ON ENCRYPTION key-name to user-
name,
* f5)) revenue_keyZSYSDBAIZFRI T 5i5E

* GRANT ENCRYPT ON ENCRYPTION revenue_key to
SYSDBA,
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o T—AR—RE{FDIEEL
« £3{: alter database encrypt [[with] key-name]
» ) revnue_keyZF>TT—ER—R 2@ ZERBES{LTH
« alter database encrypt with revnue_key;
* WS LEBEMUDIESIE
« &3 alter table table-name (alter column column-name
encrypt [[with] keyname]
* i) expenses_keyZ DM o Ttotal_valueAT LZEEEILT
7

* alter table SALES alter column total_value encrypt with
expenses_key
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o T—HAAR—XHEi{I: alter database decrypt;
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» grant decrypt[(column-name, ...)] on table-name to user-
name;
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o IR, TIAILNTIZAESDIEEIXTEALY,

SQL> alter database encrypt with revenue_key;
Statement failed, SQLCODE = -906

product STRONG DATABASE ENCRYPTION is not |icensed
+ CodeGear|EKLT., BIDTA VA (EFEEDILTEIHELNDHS,
o —iEE7ALInterBaseMaAY R ERLKIIZ, TS—MHzEED
Iyt—TlEHhMYIZKLD T, HFEYEIZWOESIC....
SQL> GRANT ENCRYPT ON ENCRYPTION wrong_key to SYSDBA;
Statement failed, SQLCODE = -607

EE-ol=F¥—%
-STORE RDB$USER_PRIVILEGES failed in grant BELZES

unsuccessful metadata update

-no current record for fetch operation

-action cancelled by trigger (0) to preserve data integrity
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» Gbak —r employee.ib employee.ibak —sep “enc_test” —decrypt
backup_key
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g d b 127.0.0.1 ibase2 E:%123_tpccf.. SYSDBA 18.03.2008 9:47:40 AM 00:15:48
F SELECT ol_i_id, ol_supply_w_id, ol_guantity, ol_amount, a... 18.03.2008 9:47:40 AM 00: 1848
E execute procedure delivery(l,6) 15.03.2008 9:47:40 AM 001848
P execute procedure slevi?,?,7) 15.03.2008 2:47:40 A 00:1E48 1
P execute procedure newordl (7,7,7,7,7 15.03,2005 2:47:40 AM 0o0:18:48 1
P execute procedure newordz (7,7,7,7,7,7,7 18.03.2008 9:47:40 AM 00:1848 1
F execute procedure payment (7,7,7,7,7,7,7 15.03,2005 9:47:40 AM oo:ig:4s 1
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F ute p ) 15.03,2005 9:47:41 aM oo:1g4s 1
P execute procedure newordl (7,7,7,7,7 15.03.2008 9:47:41 AM 00:1848 1
P execute procedure newordz (7,7,7,7,7,7,7 15,03,2005 2:47:41 &M 0o:1E4s 1
F execute procedure payment (7,7,7,7,7,7,7 15.03,2005 9:47:41 AM oo:ig:4s 1
P execute procedure ostat1(7,7,7,7) 18.03.2008 9:47:41 AM 00:1848 1
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